Ipuio:xenne Ne2.

NudopmannonHas namMaTKa 1J 00y4arOMUXC IS pa3MeleHust Ha 0QUuUIMaIbHbIX
HNHuTepHer-pecypcax

C KaXJbpIM TOJJOM MOJIOJIEXKH B MHTEPHETE CTAHOBUTHCA OOJIbIIE, a IIKOJIBHUKU OJHU W3
caMbIX AaKTMBHBIX IHOJb30Baresiel PyHera. Mexay TeM, NMOMHMO OIPDOMHOIO KOJIMYECTBa
BO3MOXKHOCTEH, HHTEPHET HEeCeT W MpoOsieMbl. DTa mamsATKa JO0JDKHA MOMOYb Tebe Oe30macHo
HaXOJ/IUThCS B CETH.

KoMnbloTepHLle BUPYCHI

KoMmnbroTepHelii  BUpyC — 3TO  Pa3HOBHJHOCTh  KOMIIBIOTEPHBIX  IPOrpamw,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K pa3MHOXKEHHI0. B
JIOTIOJTHEHWE K ATOMY, BUPYCHI MOTYT HMOBPEIUTHh WU MOJTHOCTHIO YHUUYTOXKUTH Bce (ailiibl u
JTaHHbIE, MOJKOHTPOJbHBIE TOJIH30BATENI0, OT UMEHH KOTOPOro ObLIa 3amylleHa 3apaxEHHas
IporpamMma, a TakKXe IMOBPEIUTh WIH AaXe YHUUYTOXHUTh ONEPAUUOHHYIO CHCTEMY CO BCEMU
daitnamu B 11esioM. B G0NBIIMHCTBE CiTydaeB pacpOCTPAHSIOTCS BUPYCHI U€pe3 HHTEPHET.

Mertoapl 3alIUTHI OT BPEJOHOCHBIX MPOTPAMM:

1. Hcnonb3yii COBpEMEHHBIE ONEPAIMOHHBIE CUCTEMbI, UMEIOIIUE CEPHE3HBIA YPOBEHD
3allIUTHI OT BPEJOHOCHBIX MPOrPaAMM;

2. IloctostHHO ycTaHaBnWBakl mautu (IUQPOBBIE 3aIIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIIMBAIOTCS C IENbI0 JOPAaOTKH MPOrpaMMbI) U ApPyrue OOHOBJICHHS CBOEH
omepanroHHoM cucteMbl. CKaunBai UX TOJIBKO ¢ O(DUIIMAIBHOTO caiiTa pa3padoTunKa
OC. Ecnu cymiecTByeT peXUM aBTOMaTHUYE€CKOTO OOHOBIICHUS, BKIIIOUYH €T0;

3. Paloraii Ha cBOeM KOMITBIOTEPE MO MTpaBaMHU IMOJIb30BATENs, a HE aJIMHHUCTPATOPA.
DTO HE MO3BOJHT OONBIIUHCTBY BPEIOHOCHBIX MPOTPaAaMM HHCTATUPOBATHCS Ha
TBOEM MEPCOHATLHOM KOMITBIOTEPE;

4. Hcnonw3yit aHTUBUPYCHBIE TPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAUTEINEH, C

aBTOMATHUYECKUM OOHOBIIEHHEM 0a3;

Orpannyb pU3UIECKHI TOCTYN K KOMIIBIOTEPY JJIsi TOCTOPOHHUX JIHII,

6. Hcrnonp3yii BHENTHHUE HOCUTENN HH(GOPMAITUH, TaKUe KakK ¢IIelKa, JUCK Wiu (Hail u3
WHTEPHETA, TOJBKO U3 MPOQPEPEHHBIX UCTOYHUKOB;

7. He oTkpwiBaii KOMMBbIOTEpHBIE (HAWIIbI, TIOJYYCHHBIE M3 HEHAIEKHBIX MCTOYHHUKOB.
Haxe Tte ailnbl, KOTOphle MpUCIaT TBOW 3HAKOMBIH. Jlyumie yTrounu y Hero,
OTTMPABIISLI JIK OH TEOE HX.

V)]

Cern WI-FI

Wi-Fi - 3T0 He Buj nepeayu JaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OpeH, Mapka. Eme
B 1991 rony Huzaepnanjackas xommnanus 3apeructpupoBaia opens « WECAy, uro o6o3Havano
cnoBocouetanue «Wireless Fidelity», KoTopsIii mepeBOAUTCS KaK «OeCIpOBOIHASI TOYHOCTHY.

Jlo Hamiero BpeMeHH Jounuia apyras a0OpeBuarypa, KOTopas SIBIS€TCS TaKOM Ke
TexHoJoruei. Ito abopeBuarypa «Wi-Fi». Takoe Ha3BaHue OBLIO JaHO C HAMEKOM Ha CTaHIApT
BBICIIHNI 3ByKOBOM TexHuKH Hi-Fi, 9T0 B mepeBoie 03HauaeT «BhICOKAS TOUHOCTHY.

Jla, OecriaTHBI MHTEPHET-IOCTYI B Kade, OTeNsIX M a’pomnoprax SBISETCS OTIWYHOMN
BO3MOXHOCTBIO BbIXOJIa B UHTCPHCT. Ho muorue OKCICPTHI CUUTAKOT, YTO O6H.I€I[OCTYHHBIC Wl-
Fi cetu He sBNsAIOTCA G€30MaCHBIMHU.
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Cogetnl 10 6e3onacHocTH padore B 00mea0cTynHbIX ceTax Wi-fi:

He mepenaBaii cBoro nuunHyro wHpopmanuio uepe3 oOmienoctymubie Wi-Fi cetu.
PaGoras B HuX, XelaTeabHO HE BBOAMUTH IMAPOJU JOCTYIMA, JIOTUHBI M KaKHE-TO
HOMEPA;

Hcnonw3yit 1 0OHOBISI aHTUBUPYCHBIE MPOTPAMMBbI U OpaHaMayep. Tem cambIM Th
obe3omacuIb ceds OT 3aKauyKH BUPyca HA TBOE YCTPOMCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢yskmuo «OO0mmit goctyn k daiiaam u
npuntepam». JlanHas (QYHKIUS 3aKphiTa [0 YMOJYaHUIO, OJHAKO HEKOTOpHIE
MOJTH30BaTEIN aKTUBUPYIOT €€ /Il y100CTBa UCIIOIB30BaHus B paboTe uim y4eoe;

He ucnone3yit nyoamunsiii WI-FI nist mepenaun Au4YHBIX JAQHHBIX, HApUMEp JUIS
BBIXO/Ia B COIMAJIbHBIE CETU WIIH B AJIEKTPOHHYIO MOUTY;

Nnone3yit Tonpko 3amuiieHHoe coeauHenue uepes HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOGwibHoM Tenmedone ortkmoun  ¢yHkuuio «llomkmouenne k  Wi-Fi
aBToMaThyecku». He momyckaili aBTOMaTH4€CKOTr0 MOAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cormnacusi.

ConuajJbHble CeTH

ConuanbHbIe CETH aKTHBHO BXOJST B HAIly YKU3Hb, MHOTHE JIOAW PabOTAIOT U JKUBYT
TaM TIOCTOSTHHO, a B Facebook y»e 3aperucTpupoBaH MHJUTHAP YEJIOBEK, UTO SBJISCTCS OIHOU
CeIbMOM BCEX JKHTENeH IMiuaHeThl. MHOTHE TOJh30BaTEM HE MOHUMAIOT, YTO HHGOpMAaIus,
pa3MeIlIeHHass MU B COIMAIIBHBIX CETAX, MOXKET ObITh HaljIcHa U MCIIOJIb30BaHA KEM YI'OJTHO, B
TOM YHUCJI€ HE 0053aTeBHO C OJIaTMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI 10 OE€30IIACHOCTH B COLUAJIBHBIX CETAX:

1.

2.

Orpannub CIUCOK Jpy3eil. Y TeOs B JAPY3bSIX HE JOHKHO OBITh CIyYalHBIX H
HE3HAKOMBIX JIIOICH;

3ammiai CBOK 4YacTHYIO >Ku3Hb. He ykaswpiBaii maposm, tenedoHbI, aapeca, HaTy
TBOETO POXACHHUS W JPYTYIO0 JUYHYI0 HHPOPMAIUIO. 3JIIOYMBIIIJICHHUKA MOTYT
UCIOJIb30BaTh JakKe MH(OpPMALMIO O TOM, KaK Thl U TBOM POIUTENH IUIAHUPYETEe
MIPOBECTU KAHUKYJIbI;

3amminaii CBOK PENyTalHio - IEPKH €€ B YUCTOTE M 3aJ1aBail cebe BOMpPOC: XOTe Obl
ThI, 4TOOBI JAPyTHE MOJH30BATENU BHUJIEIH, YTO THI 3arpyxaemis? [logymai, mpexae
9YeM YTO-TO OMYyOJIMKOBATh, HANIMCATh U 3arPy3HTh;

Ecau Tl ToBOpUIIL € JIFOJBMH, KOTOPBIX HE 3HaEIllb, HE MCIOIb3Yl CBOE peaabHOE
UMs U JIpYTyI0 JUYHYI0 WHGOpMAalUU: MUMs, MECTO MXKUTEIbCTBA, MECTO Yy4eObl U
npouee;

N36eraii pazmenienus dotorpaduii B UuTepHeTe, T/1€ ThI H300pakeH Ha MECTHOCTH,
10 KOTOPOI MOKHO OMPEETUTh TBOE MECTOIOIO0KEHNUE;

[Ipu peructpanuu B COIMAIBbHON CETH HEOOXOAUMO UCIOIB30BaTh CIOXKHbBIE MAPOJIH,
cocTosIIMe U3 OyKB U IU(pP U ¢ KOTUIECTBOM 3HAKOB HE MEHEE §;

JI1st conManbHOM CETH, MOYTHI U APYTHX CAaWTOB HEOOXOJAMMO HCIIONIH30BaTh Pa3HbIE
naponu. Toraa ecnu TeOst B3IOMAIOT, TO 3JIOYMBIIIIEHHUKH TIONy4YaT JOCTYH TOJBKO
K OJIHOMY MECTY, a He BO BC€ Cpasy.

JIEKTPOHHLIE JeHbI'H
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DJNEeKTPOHHBIE IEHBIM — 3TO OY€Hb yJOOHBIA croco0 IiaTexel, 0JTHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTST MOJIYYUTh ITH JE€HBIU.

DNEeKTPOHHBIE EHbI'W MOSBUINCH COBCEM HEIaBHO M MMEHHO H3-3a 3TOTO BO MHOTHUX
rocyJapcTBax JIo CUX IOp He MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccum xe OHM (QYHKIMOHUPYIOT W O HHX YK€ NpPOMHCAHO B 3aKOHE, TJE HX
pasfeNaloT Ha HECKOJIbKO BHUIOB — AHOHMMHBIE M HE aHOHUMHBIE. PasHuma B TOM, 4TO
AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercss MPOBOJUTH OMepanuud 0e3 HIeHTH(PHUKAIUU
II0JIb30BATENsl, @ B HEAHOHUMHBIX WICHTU(UKALIIY [T0JIb30BATENS SIBJIAETCS 0043aTeNbHOI.

Taxxke crenyer paznuyaTh SJEKTPOHHbIE (UATHBIE JEHBIU (PaBHBI TOCYJAapCTBEHHBIM
BAJIIOTaM) U AJIEKTPOHHBIE He(hUaTHBIE IEHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 6€30MaCHOM paboTe ¢ ANEKTPOHHBIMH JCHbIaMH:

1. TlpuBsoku K cueTy MOOWJIBHBIA TelePoH. ITO caMblil yAOOHBIM W OBICTPBINA CIIOCOO
BOCCTAHOBUTH JOCTYN K cueTy. llpuBsizaHHbIi TeneoH MOMOXKET, eciau 3al0yelb
CBOU IUIATEKHBIM MapoJib I 3alICIIb HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. HUcnonw3yit ogHopaszoBbie naposiu. Ilocie mepexona Ha YCUJIEHHYIO aBTOPH3ALIMIO
Tebe yxe He OyJeT yrpo>kaTh OMacHOCTh KPayky WIIM MepexBaTa IIaTeXHOro Mapois;

3. Broibepu cnoxublii mapoisib. IIpectymHukam OyAeT HE MPOCTO Yraaarh CIOXHBIHA
napoJib. HanexHslie mapoiau — 3TO Mapoii, KOTOpbIEe COIepKaT He MeHee § 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHBIE W MPOIMUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB,
TaKHe Kak 3HaK JoJjutapa, pyHTa, BOCKIUIATSIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JUYHBIE JaHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSECIIb.

DIEKTPOHHAA MOYTA

DJEeKTPOHHAs M0YTa — 3TO TEXHOJIOTHUS U MPEJOCTABIIIEMBbIE €10 YCIYTH MO NMEPEChUIKE U
HOJYYCHHUIO DJICKTPOHHBIX COOOIIEHHWH, KOTOPBIE PpaCIpenessioTcs B KOMIBIOTEPHOW CETH.
OObIYHO ~ DNEKTPOHHBIA  MOYTOBBIM  SIMIMK  BBIJIAIUT  CIEAYIOUIMM  00paszoMm:
UMsI_TIONB30BATeNA(@UMs_JoMeHa. Taike KpoMmMe meperadyd IPOCTOro TEKCTa, HMEeTCs
BO3MOXHOCTh IepeiaBaTh (panibl.

OcHOBHBIE COBETHI M0 6€30MacHOl paboTe ¢ IEKTPOHHOM MOUTOM:

1. Hamo BbIOpaTh MpaBUIIBHBIN MTOYTOBBIN CepBHC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
OecIUTaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JYYIIE JOBEPITH TEM, KOTO 3HACUIb U KTO
MEePBbIA B PEUTUHIE;

2. He yxa3piBaii B IMYHOHN moute nuuHy0 uHGopmManuio. Hanpumep, snyurie BeIOpaTh
«MY3BIKATBHBIA _(haHaT@» mim «pok2013» BMecTo «remal3;

3. Hcnonb3yil ABYXATANHYIO aBTOPU3AIMIO. DTO KOTAa HOMUMO HapoJsl HY>KHO BBOJIUTD
KO/I, MPUChIIaeMbIii 10 SMS;

4. BeiOepu CIOXHBIM Mapoib. [ KaKIOTO MOYTOBOTO SIIMKA JIOJDKEH OBITh CBOU
HAJIC)KHBI, YCTOMYUBBINA K B3JIOMY MTApOJIb;

5. Ecnm ectb BO3MOXKHOCTH HalMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC, MCIOJIB3YH 3Ty
BO3MOKHOCTB;

6. Hcnonb3yll HECKONBKO IOYTOBBIX SIIMKOB. [lepBbI i1 YacTHOM NEPENUCKU C
ajgpecataMM, KOTOpPbIM Tbl JOBEpsElIb. JTO JJIEKTPOHHBIA aapec He HaAo
MCIIOJIb30BATh MPU PETUCTPAlUH Ha (OopyMax U calTax;

7. He otkpsiBail (aitnbpl U Apyrue BIOKEHHUS B MUChMax Jake €CIM OHU MPHUIIUIA OT
TBOMX JIpy3ei. JIyulie yrouHu y HUX, OTIIPABIISIIN JI OHU TeOe 3TH (ailbr,
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8. Ilocne okonyanwsi pabOTHl Ha MOYTOBOM CEPBHUCE TEPE] 3aKPBHITUEM BKIAKH C
caiToM He 3a0y/lb Ha)KaTh Ha «BBIATHY.

KuoepOyJaJaulr ujiy BUPTYAJLHOE H31eBATEILCTBO

KubepOynauar — mpeciegoBaHuE COOOIICHUSMHU, COJEPKAIIMMH OCKOpPOJICHMS,
arpeccuio, 3alyruBaHNe; XYJIUTAaHCTBO; COIUATBHOE OOMKOTUPOBAHHME C TIOMOIIBIO PA3THYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 O0pHOE ¢ KHOEPOYILITUHTOM:

1. He Opocaiics B 0oii. JIyummii croco0: MOCOBETOBAThCS KaK ceOsl BECTH U, €CIIH HET
TOTO, K KOMY MOKHO OOpaTUTbCSA, TO BHayale YCIOKOUTHCA. Ecnmu Tl HauHellb
OTBEUYaTh OCKOPOJCHHSIMH Ha OCKOPOJIEHHS, TO TOJIBKO eIle OOJbIINe Pa30ikKKellb
KOH(JIMKT;

2. VYmpansii cBoeil kubeppemyTanuei;

3. AHOHUMHOCTH B ceTH MHUMas. CyIIeCTBYIOT CIOCOOBI BBIACHHTH, KTO CTOHUT 3a
QHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJauTraHCKHK 00pa3 BUPTyadbHOU XKU3HHU. VIHTEpHET (hUKCUpPYET BCE

TBOM JICHCTBHUS U COXpaHAET UX. Y JaUTh UX OyJeT KpailHe 3aTpyIHUTENBHO;

Cobnroait CBOM BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupydi enuHW4YHBIM HeraTuB. OIHOPa30BBIE OCKOPOUTENBHBIE COOOIICHUS
ayyiie urHopupoBaTh. OOBIUHO arpeccus MpeKpamaeTcs: Ha Ha4allbHOM CTau;

7. Bban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMHU COOOIIEHUSMH, B COIIMATTBHBIX
CeTSIX €CTb BO3MOXKHOCTH OJIOKUPOBKH OTIPABKU COOOILIEHUI C OMNpeesieHHbIX
a/IpecoB;

8. Ecimu Th1 cBugerenp KuOepOymnuHra. TBow JNEWCTBHUS: BBICTYNIHTH TPOTUB
IpecieaoBarensi, NoKa3aTb €My, YTO €ro JEHCTBUS OLIEHUBAIOTCA HETAaTUBHO,
MOJAJEPKaTh KEPTBY, KOTOPOM HYXKHA TIICHUXOJOTMYecKas IOMOIlb, COOOIIMUTH
B3pOCIIBIM O (paKTe arpeCCUBHOTO MOBEACHHUS B CETH.

9]

MoOuibHBbIi Tejie)oH

CoBpemenHble cMapT(OHBI M IUJIAHIIETHl COJAEPKAaT B cebe BIIOJIHE B3POCIHBIHA
(GyHKIIMOHAJ, W Telmepb OHU MOTYT KOHKYPHUPOBaTh CO CTAallMOHAPHBIMH KOMIIbIOTEpaMHU.
OnHako, CpeACTB 3alUTHI U TOJOOHBIX YCTPOMCTB MOKa O4eHb Mano. TecTupoBaHHE U TTOMCK
YS3BUMOCTEM B HUX IMPOMCXOAUT HE Tak MHTeHCHBHO, Kak mia IIK, To ke camoe kacaercsa u
MOOMJIBHBIX TPUIIOKEHHUH.

CoBpemeHHbIE MOOWIIbHBIE Opay3ephl YK€ MPaKTUYECKH JOTHAJIM HACTOJbHbBIE aHAJIOTH,
OJIHAKO pacmMpeHre (yHKIMOHAIA BJIEYET 3a CO0O0M OOJIBIIYIO CIIOKHOCTH M MEHBIITYIO

3alIMIICHHOCTD.

Jlarmeko He Bce MPOU3ZBOJIUTENM BHITYCKAIOT OOHOBICHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH ISl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI J1s 0€30MaCHOCTH MOOMIIBHOTO TeneoHa:
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1. Huyero He sBNsieTcs Mo-HAcToseMy OecrulaTHBIM. Byab ocTopoxeH, Beab Korja
TeOe mpemaraloT OecCrIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITBI KaKHE-TO
IUTATHBIE YCIIYTH;

2. ywmaii, pexae 4yem otnpaButb SMS, ¢oto wimm Bumeo. Thl TOYHO 3HACIID, T/I€ OHU

OyZayT B KOHEUHOM UTOTE?

Heo6xo1uMo 0OHOBIIATE OMEpallMOHHYIO CUCTEMY TBOETO cMapTQoOHa;

Hcnonb3yit aHTHBUPYCHBIE IPOTPAMMBI JUISI MOOWITBHBIX TeNe()OHOB;

5. He 3arpyxaii nprioKeHUsI OT HEU3BECTHOI'O UCTOYHHUKA, BEb OHU MOTYT COJIEpKaTh
BPEJIOHOCHOE MPOrpaMMHOE 00ecTiedeHue;

6. Ilocie Toro kak ThI BBIMJCHIH C CaiiTa, TJi€ BBOAWI JIMYHYIO MH(POPMAIIHIO, 3211 B
HacTpolku Opaysepa u ynanu cookies;

7. llepuonuuecku NpoBepsAN KaKue MIATHbIC YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEDE;

8. JlaBaii cBOif HOMEp MOOMJIBHOTO TesnedOHa TONBKO JIFOJSIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSIECIIb;

9. Bluetooth momkeH OBITH BBIKIIOUEH, KOT/Ia Thl MM HE MoJib3yembcs. He 3a0biBaif
MHOTJa MPOBEPATH ITO.

W

Online urpnb1

CoBpeMEHHBIE OHJIAWH-UTPBI — O3TO KPACOYHBIE, 3aXBaThIBAIOLINE pPa3BICUYCHUS,
00BEIMHSIONINE COTHU THICSY YEJIOBEK MO BCeMy MHUpY. MIpOKH MCCIEAYIOT AaHHBIA UM MUD,
00IIal0TCs IPYT € APYrOM, BBIIOJHSIOT 3aJlaHMsl, CPAXKAIOTCA C MOHCTPAMU U MOJIYYalOT OIBIT.
3a yZOBOJILCTBHE OHHU IJIATAT: MOKYMAIOT JTUCK, OIJIAYMBAIOT a0OHEMEHT WM MPUOOpeTaroT
KaKHE-TO OIUH.

Bce atm cpenctBa wmyT Ha TOJJIep)KaHWE W Pa3BUTHE WIPHI, a TaKXkKe Ha camy
6C3OHaCHOCTB: COBCPHICHCTBYIOTCA CHCTCMBI ABTOPHU3AllMH, BBIITYCKAOTCA HOBBIC IIaT4YU
(mdpoBBIC 3aTUIATKH IS TPOTPaMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUrpax CTOUT OIlacaTbCsa HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KpaXH
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3allUN OOJIBIIMHCTBA urp.

OcCHOBHBIE COBETHI 110 6€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnm npyro#t urpok BeaeT ceOs MI0X0 WIH Co3AaeT Tebe HEMPUITHOCTH, 3a0JIOKUPYM
€ro B CIIUCKE UTPOKOB;

2. Tloxamyiicss aaMHHUCTpaTOpaM MWIPbl Ha IJIOXO€ TOBEJICHHE JTOr0 WIPOKa,

KeJIaTeIbHO MPWIOKUTh KaKue-TO JJOKa3aTelIbCTBA B BUJE CKPUHOB;

He yxa3wiBait mnunyro nHpopManuio B mpodaiisie urpsr;

VYBaxall Ipyrux y4aCTHUKOB II0 UTPE;

He ycranaBnuBaii HeohunaabHbIE TATYH U MOJIBI;

Hcnons3yi CII0XKHBIE U pa3HbIE MTAPOJIH;

Jlaxxe BO BpeMsi UTpbl HE CTOMT OTKJIIOYATh aHTUBUpPYC. [loka Thl Wrpaeiib, TBOU

KOMITBIOTEp MOTYT 3apa3uTh.

Nk Ww

Duuiunz Uiy Kpaxca JTUuHblX OGHHbIX

OObIuHOW Kpaxel JeHer W JIOKYMEHTOB CErofHs yXe HHKOro He yauBufiib, HO C
pa3sBUTUEM HWHTEPHET-TEXHOJIOTUH  3JIOYMBIIIJICHHUKM IEPEMECTHWIIACh B HMHTEPHET, U
IPOIOJDKAIOT 3aHUMATBCS «TIOOMMBIMY JETIOM.

Tak mosiBUIIaCh HOBas yrposa: MUHTCPHCT-MOIICHHUYCCTBA HUIIN (bl/IH_H/IHF, rjIaBHasg LCJIb
KOTOPOro COCTOUT B IOJTYYCHHU KOH(l)I/II[eHI_[I/IaJ'IBHBIX JaHHBIX MOJIb30BaTENIEll — JIOTUHOB H
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naposeil. Ha anrnumiickom si3pike phishing unraercs kak ¢ummar (ot fishing — psiOHas nosis,
password — mapoJs).

OcHOBHBIE COBETHI IO OOPHOE C PUITHHTOM:

1. Crnemu 3a cBouM akkayHTOM. Ecim Tl mojo3peBaenib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAWMMO 3a0JIOKHPOBAaTh €€ M COOOIIMTHh aJIMHHHCTPATOpPam
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonw3yit ©Oe3omacHbie BeO-CalThl, B TOM YHCJIE€, HWHTEPHET-MarasuHoOB |
TIOUCKOBBIX CUCTEM;

3. Hcnonp3yil ClIOXKHBIE U pa3Hbie Mapoiu. Takum oOpa3om, eciid TeOsl B3JIOMAIOT, TO
3TIOYMBIIIJICHHUKH TIOJIy4aT JAOCTYI TOJBKO K OJJHOMY TBOEMY MPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnmu Tebs B37IOMaNM, TO HEOOXOAMMO IMpPEIyNpeIuTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIE J00aBIeHbI Y T€OSI B IPY3bAX, O TOM, YTO TeOS B3JIOMAIHA U, BO3MOXKHO, OT

TBOETO UMEHH OYJIeT PacChlIaThCs CIaM M CCHUIKM Ha (DMIIMHTOBBIE CAlTHI;

YcranoBu HanexHbIN maposib (PIN) Ha MoOUITBHBIN TenedoH;

OTKIIIOYM cOXpaHEHHUe MapoJst B Opaysepe;

7. He otkpsiBail (aiibl U Apyrue BIOKEHHUS B MUChMax Jake €CJIM OHU MPHUIIUIA OT
TBOMX Jipy3ei. JIyulie yrouHu y HUX, OTIPABIISIIN JIM OHU TeOe 3TH (ailibl.

SN

IudposBas penyrauus

[Mudposas permyranus - 3TO HEraTUBHAs WIM MO3UTHBHAs MH(OpPMAIHS B CETH O Tebe.
Komnpomerupyromass uHGOpMaius pa3MelleHHass B MHTEPHETE MOXET CEepbe3HbIM 00pazom
OTpa3uThbCs Ha TBOEH peanbHOl >ku3HU. «L{udpoBas pemyranus» - 3T0 TBOH UMHJIK, KOTOPBIH
dbopmupyeTcst u3 HHGOpMaIHK O TeOe B MHTEPHETE.

TBOE MeCTO JKUTENbCTBA, Y4eObl, TBOE ((MHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapaKTepa
U PacCKasbl 0 OIM3KUX — BCE 3TO HAKATUIMBAETCS B CETH.

MHorue moJapoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJIMKAaIlMK JTUYHOW MH(POpPMALUU B
WNuTepHeTe, He TOHMMasi BOZMOXKHBIX MOCIEACTBHHA. ThI Jaske HE CMOXKEIb JIOTalaThesl O TOM,
yTo oTorpadusi, pazMelieHHas 5 1eT HazaJ, cTajla IPUINHONW 0TKa3a MPHUHATH TeOs Ha padoTy.

KommenTtapuu, pasmemenue TBoMX ¢ororpaduil M apyrue JeHCTBHS MOTYT He
UCYE3HYTh JaXke€ IOCJe TOro, Kak Thl UX yJalulib. Tl HE 3HAelIb, KTO COXpPaHWI 3Ty
uH(OpMaLIKIO, TIONaNa M OHA B MOMCKOBBIE CUCTEMbI M COXpPAaHHJIACh JIM OHA, a TJIaBHOE: YTO
MOAYMAIOT O TeOe OKpYIKalolee JIFOAN, KOTOphle HAWAyT W yBUAAT 3To. Halitn mHbOpMarmio
MHOTO JIET CIYCTS CMOXeET JI00H — Kak M3 J0OpBIX MOOYXKIEHHH, TaKk W C HaMEepeHHEM
NPUYUHUTH Bpel. ITO MOKET OBITh KTO YTOIHO.

OcHoOBHBIE COBETHI 10 3a1MTe HM(POBOI penyTanum:

1. Tlomymaii, mpexxae yeM YTO-TO IMyOJMKOBAaTh W IepenaBaTh y ce0s B Oiore mwiu B
COITMAJIbHOU CETH;

2. B HacTpoiikax npo¢uis YCTAaHOBH OTpaHUYCHHS Ha IIPOCMOTP TBOETO MPOMHIISL U ero
COAEPKUMOTO, CAETal €ro TOIBKO IS APY3Eh»;

3. He pa3memaii 1 He yKka3piBail HHQOpPMAIIHIO, KOTOpask MOXKET KOTO-TH00 OCKOPOIATh
WJIH OOMKATh.

ABTOpPCKO€E IPaBO
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CoBpeMeHHbIE IIKOJBHUKW— AaKTHUBHBIE IOJIb30BaTeIM LH(POBOrO IMPOCTPAHCTBA.
OnHako Janeko He BCE 3HAIOT, YTO MOJIB30BaHWE MHOTUMH BO3MOXKHOCTSIMH HH(POBOTO MHpa
TpeOyeT coOI0ACHNS IPaB Ha UHTEIUIEKTYAIbHYIO0 COOCTBEHHOCTD.

TepMI/IH CUHTCIJUICKTYAaJIbHAad COGCTBCHHOCTB» OTHOCUTCA K Pa3IMYHbIM TBOPCHUAM
YEJI0BEUECKOro yMa, HauMHasi ¢ HOBBIX M300pETEeHUH M 3HAKOB, 0003HAYAIONMIUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTM , WU 3aKaH4MBas KHUTamH, (oTtorpadusimMu, KUHOQWIBMaMU U
MY3bIKQTBHBIMH TTPOU3BEIACHUSIMHU.

ABTOpCKHE IpaBa — 3TO IpaBa Ha WHTEUIEKTYyalIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HAyKH, JTUTEPATYPhl U UCKYCCTBA. ABTOPCKHUE MPaBa BRICTYIAIOT B KAUECTBE FapaHTHH TOTO, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TPYA aBTOpa He OyAeT HampacHbBIM, JacT €My CIIpaBeAJIUBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOETO TPYZAad, MOJIYYUTh U3BECTHOCTh U NMPHU3HAHHE.
HuxkTo 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOIUTE €r0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOIMYHO JIEMOHCTPUPOBATH, MPOAABATh, WMIIOPTUPOBATh, NMyCKAaThb B MPOKAT, MYyOIUYHO
UCIIOJIHSATH, MIOKA3bIBATH/UCIIONHATD B 3(Hpe Ui pa3MenaTts B IHTepHeTe.

Vcnonb30BaHue «[MpaTCKOro» MporpaMMHOr0 00ecre4eHusl MOKET MPUBECTH K MHOTUM
pUCKaM: OT MOTepH AAHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTpPOMCTBa, Tie
YCTAQHOBJICHHBII He JleraiabHas mnporpamMma. He crouT Tarke 3a0bIBaTh, 4TO CYIIECTBYET
JeraibHble U OeCIIaTHBIE IPOrPaMMbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopraJe

CereBnuok.pp — TBOHM TJaBHBIA COBETYHMK B CETH. 3A€Ch Thl MOXEIIb Y3HaThb O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a NMPU BO3HUKHOBEHUU KPUTHUYECKOM
CUTyallud OOpaTUTHCS 3a COBETOM. A TaKXe MPUHATh Y4acTHE B KOHKYpCaxX M CTaTh CaMbIM
U (POBBIM TpakJaHUHOM !
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